Testing without
requirementse

REFSQ 2018, Utrecht, The
Netherlands

Tanja E.J. Vos

5, UNIVERSITAT
“F) POLITECNICA
DE VALENCIA




Testing at the GUI Level

GUl is where all functionality comes together
Interacts with the underlying code

The whole system can be executed by means of the GUI

Integration / System Testing




Testing at the GUI Lev

» Most applications have G
» Computers, tablets, smartp
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Testing at the GUI Level

» Faults that arise at Ul level are important
» These are what your client finds
» GUI tests from their perspectivel

Something went p Are you going to take
wrong! action?
q!

warning dialog

Something needs your 2 Something might be
attention! 0 wrong!




What is a GUI¢

Contains graphical objects w, called widgets
» Menus, fextboxes, buttons, scrollbars

& VLC media player

OpQFile... Ctrl+0O
OpQ Multiple Files... Ctrl+Shift+ O
OpQFolder... Ctrl+F

OpQ Disc... Ctrl+D
Op© Network Stream... Ctrl+N
OpQ Capture Device... Ctrl+C
OpQ Location from clipboard Ctrl+V
Opp Recent Media

SavPlaylist to File... Ctrl+Y
CotQert / Save... Ctrl+R
i ) StreQn... Ctrl+S

QuiOit the end of playlist
QuQ Ctrl+Q




= VLC media player

. ia PlaQeck AQo VidQ SulQle To©Q VQr HOp
Widgets B e

OpMultiple Files... Ctrl+Shift+0

form a hierarchy S e
the widget-tree & s e

OpQ Location from clipboard Ctrl+V
Opo Recent Media

Sav@Playlist to File... Ctrl+Y
CorQert / Save... Ctrl+R
StreQn... Ctrl+S

QuiOt the end of playlist
QuQ Ctrl+Q
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Widgets have properties p
which have values v at run-fime.
enabled: true enabled: false

title: “volume off” title: “Volume slider’

x: 120 x: 120

y: 200 y: 200
width: 140 width: 140

role: Button role: Slider

ODOD0000 O

role: Menultem
enabled: true
title: “Help"

x: 40

y: 20

width: 80




GUIl state

» The widget tree
» + the values of the properties of each widget

GUI action

» Users can exercise actions (click, type, drag,
drop,. 38

» These cause a state change




role: Button L
i &l cnabled: false

(SRR

o x: 120
y: 200 y: 200
width: 140 width: 140

d title: “volume off”

ODOO0000 O

role: Button

o title: “volume on”
_ x: 120

y: 200
width: 140

ODODD0000 O

y: 200
width: 140




What is GUI testing

Specify test
sequences

N\ A

Specify oracle

Sequences of GUI actions
» Click, drag, drop, type

» Provide inputs where
needed (e.qg., filling text
fields)

The test oracle

» The correct states after
execution of each action

Together they test a requirement




What is
GUI testing

Specify test
sequences

N\ A

Specify oracle

Step 1
Open MS Word

Step2
Click on menu View

Step 3
Click on Media Browser

Step 4
Select a picture and drag into
the document

After each step:
 No failure has occurred
 No error message has popped-up

After last step:
« The picture is in the doc




® Word File Edit View Insert Format Font Tools Table Window #
Siep 1 w N6 | Document1 —

Open MS Word E:] Y @ @ {% o Ll f} ‘7) LS-»' (Q" Search in Document ) »

i A Home ] Layout l Docyme_m Elements ] Tables ‘ Charts [ SmaMn l WA k-

Font : Paragraph : Styles Insert . Themes

Step2

i Cambria (Body) |~|[12 ||| AA~ | |iE +| 1= +| | GE 3= . ooy & E"
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Bl= = E=EE

B. I , U ,',*Be‘ - 'Aad' : © Styles Text Box =¥  Themes

View

Step 3

Click on Media
Browser

Step 4

Select a picture
and drag into the
document
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® Word File

Edit M7 Insert Format Font Tools Table Window %

Sfep 1 @N6 Draft I =
b =5 - Web Layout S T—
Open MS Word i <: e vJ Outline el )
| A Home ] Layout l Do v Print Layout ll SmaMn l »| A 2% v
Font . N t b k L t lnsert_ : Themes
step2 Y - e e &
Click on menu BLLLD e (AR Foous .
View ™ =T g . v Ribbon Kl =
= “=m Toolbars M
Step 3 3 Sidebar
Click on Media : o ki
Browser - Media Browser ~#EM
Toolbox
Siep 4 < € styles "
Select a picture  [E gs"a"‘:sk
: - crapboo
elgle drog info the iifl Reference Tools
document 3 %, Compatibility Report
v Ruler
E Header and Footer %
Master bocument 2
3 v Markup o
X Reveal Formatting z
| 1 Zoom...




Step 1
Open MS Word

Step2
Click on menu
View

Step 3 )O

Click on Media
Browser

Step 4

Select a picture
and drag into the
document
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® Word File Edit View Insert Format Font Tools Table Window #
Sfep 1 ®NO | Documentl
Opeﬂ MS WOI’d ?:] Y. @ @ E ‘% :}b u:] ﬁ ‘)) Ly ~ (Qv Search in Document

i A Home [ Format Picture 1 Layout l Document Elements 1 Tables |

. B
Click on menu Er=dl= 0 38| &% &

5 Photos Audio Movies Clip Art' Symbois Shapes
View |

- All Images 9

Step 3 | S o 0
Click on Media  [§ ‘ o | Q
Browser * Wi

Step 4 )O

Select a picture
and drag into the
document
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Manual tesfing

» Tedious

» Executing the same clicks
over and over again

» Tiresome and boring

» Rerunning the same tests after
changes to the SUT

» Filling the same forms over
and over again

» Regression testing
» Error prone
» Costly




automate £l




State of practice: make scripts

test sequences

S 4

oracles

N\ 4

Develop Scripts

D\ 4

Execute

NS

Maintenance

Capfture & Replay

Visual testing




Capture & Replay

» Tools Captures user inferaction with the Ul
» Records a scripf
» That can be automatically Replayed

» Examples

» Open source
» Selenium
» Abbot
..

» Commercial
» QF-Test
» Rational Functional /Roboft Tester (IBM)
o




Capture & Replay

® Word File Edit w Insert Format Font Tools

A Home Layout | Document Elements Tables Charts SmartArt
Fant Paragraph Styles Insert

Cambria (Body) [ 12 =/ Ah =
B I |U ~#e¢ A»wd =
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Styles  TextBox ="  Themes
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® Word File Edit View Insert Format

Documentl

Font Tools Table Window &

Document Elements Tables

Paragragl O O O

| Photos  Audio anlrs‘cﬂn»lnlivmbuls Shapes

Print Layout View

® Word File Edit R

Draft

Web Layout

Outline
D9 . Print Layout
Notebook Layout
Publishing Layout
Focus

Insert Format Font

Fom

Cambria (Body) |»|12 |~
B| 1 |U /s
T—— | v Ribbon

Toolbars
Sidebar

Media Browser

© styles

Wi Citations

{2 Scrapbook

il Reference Tools

&, Compatibility Report

v Ruler
Header and Footer

Master Document

v Markup
Reveal Formatting

{ Zoom...
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Capture & Replay

o Word File Edit /UM Insert Format
®eNo Draft

E] ﬁ @ E = Web Layout
= Outline
| # Home l Layout | D@ v Print Layout

» Advantages o | Notebook Layout

Cambria Body) [~|12 |~[||  Publishing Layout

» Simple and easy B 1| U |r|se Focus

™) =T v Ribbon
Toolbars

:‘ Sidebar

| & |
=

» Disadvantages
» Scripts break as GUI changes

i Citations

§= Scrapbook

il Reference Tools

% Compatibility Report

» These are huge problems  § ¢ Ruler

Header and Footer
» GUIs change all the time : Master Documerit

: 3 v Markup
» Requirements tool : Reveal Formatting

Zoom...

» Maintenance problem




Visual testing (VGT)

» Based on image recognition

Begin "Search for a Billy bookcase"

Search 0

mo " - : StartWeb "http://www.ikea.com/us/en"

Offers New IDEAS Living room Bedroom Bath Kitchens Dining Textiles Business Baby & Kids Outdoor Summer Back to college All

\.‘"I‘C'.‘.‘ H]OI.C‘I.H]:Z‘AGCS ' CIiCk ( )
BILLY

L Bookcase, white
$29 99! Write "billy[ENTER]"

End

Article Number: 8

Begin "View the details"

Add to Registry

End

Why we like it:

It is estimated that every five seconds,
one BILLY bookcase is sold ewhere in
the world. Pretty impress

we launched BILLY in 19

booklovers choice that never goes out of

Eversthing sbout e predoa BILLY

Chadk Bookcase, white

Begin "Check the price"

< TE sle Like 27 | share |

Color More Models Coordinating Products
1 B 3
WU | "L
I 1 | | =

Check stock at your local store

Choose v | Ok




Visual festing

» Easy to understanad
» Hardly no programming skills needed

» Solves part of maintenance problem
» Robust against some changes
» But not all
» Move Media Browser within same menu: YES
» Move Media Browser to another menu: NO
» Change the icon: NO

» Studies show maintenance still an issue




Our contribution: est

» Scriptless

» What is not there does not need 1o be
maintained

» Departs from random testing
» Immediately start testing without requirements
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Current state and actions

& VLC media player

MOIlia PlaQeck AQo VidQ SulQle ToQ VIOr HQOp
1 OpQfFile... Ctrl+0
OpQ© Multiple Files... Ctrl+Shift+0
OpQ Folder... Ctrl+F
OpQ Disc... Ctrl+D
OpQ Network Stream... Ctrl+N
OpQ Capture Device... Ctrl+C
OpQ Location from clipboard Ctrl+V
Opo Recent Media

Sav@laylist to File... Ctrl+Y
CotQert / Save... Ctrl+R

StreQn... Ctrl+S

QuiOit the end of playlist
QuQ Ctrl+Q




Select action

& VLC media player

MOIlia PlaQeck AQo VidQ SulQle ToQ VIOr HQOp
i ) OpQfFile... Ctrl+0
OpQ Multiple Files... Ctrl+Shift+ 0
OpQFolder... Ctrl+F
OpQ Disc... Ctrl+D
OpQ Network Stream... Ctrl+N
OpQ Capture Device... Ctrl+C
OpQ Location from clipboard Ctrl+V
Opo Recent Media

Savg’lay!ist to File... Ctrl+Y
CorQert / Save... Ctrl+R
StreQn... Ctrl+S

QuiOt the end of playlist
QuQ




Execute 1o go to new state

& VLC media player
MDdia PlaQack AQie VidQ SulQile ToQO VOv HOp
1 OpQ File... Ctrl+0
Opg Multiple Files... Ctrl+Shift+0
OpQ Folder... Ctrl+F
OpQ Disc... Ctrl+D
Opg Network Stream... Ctrl+N
OpQ Capture Device... Ctrl+C
Opg Location from clipboard Ctrl+V
Opo Recent Media

SavOPlaylist to File... Ctrl+Y
CoQert / Save... Ctrl+R
StrQm... Ctrl+S

Qukt the end of playlist
QuO Ctrl+Q
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b« TESTAR V1.3

t
Spy t enerate

View

Filters T Oracles T Time Settings T Misc T GraphDB

T Ul-walker }

About | General Settings
SUT connector:  (COMMAND LINE v L)
C\Program FilesWMicrosoft Office\Office 16\/POWERPNT exe PATH to SUT
I Path to the SUT: Pick the executable of the SUT or insert a custom command § POW ER P NT.exe

Number of Sequences: 5 ﬂ Sampling interval: -
- i

Sequence actions: | 100 ﬂ Logging Verbosity:
v

(/] Force to sequence length

(/] Stop Test on Fault Protocol:
_| Prolog activated

(/] Offline graph conversion

| Information | ¥

| desktop_generic v

[ Edit Protocol




. TESTARv1.3

Spy

J enerate

[ About | General Settings | Ul-walker

J Filters T Oracles T Time Settings T Misc T GraphDB

Disabled actions by widgets’ TITLE property (regular expression):

f[cC]errar.*].*[cC]Iose.‘|.‘[sS]alir."l.*[eE]xit'l_’[mM]inimimr.*]‘*[mM]inimi[zs]e"I.
*[iJmprimir.*| *[pPlrnt.*

Kill processes by name (regular expression):

helppane.exe

undesired
actions

undesired
processes



TEST




We can start automated testing

» Immediately (minimal set-up)
» NO scripfts
» NO maintenance here

» The widget tree is exiracted in each new state
» If the state is different, so is the widget free




100% Automated online oracles

Verdict oracle Crash (State state){
if(!state.get(IsRunning,false))
return new Verdict("System crashed!");

Verdict oracle Responsiveness (State state){
if (state.get (NotResponding, true))
return new Verdict("System not responding!");

 Crashes
e Hangs




© Problem Occurred B@@

An error has occurred. See error log for more details. [}

java.lang.NullPointerException
The action “Get Selected Content from
2 oK l ’ << Details ] Word Documents” encountered an error.

A Check the action's properties and try running the
workflow again.

An error has occurred. See error log for more details.
java.lang.NullPointerException ‘ oK ‘

B tem (origin: |
(.BUTfDNl)r at ﬁ)‘\Menultem (o

Equation Editor Error Report o)) Click
Q. |
t: (0.8, ion
Nicrosot Error Reparing e s=te—s 0.5), offseti o resolutio
M|crosuhErrorHep;mna7|] (origin: (G'S'leﬁ'ﬂ ggttlng \mndl':twtinn i 3
ch\ni '”;‘oEd‘[QQ?-?.ec%] error L[mm] setting "SZOL:. resolution
o .qc@3] Error ting win - ic i ici
““rd%‘;?;ﬁgaccasll error U"g]i]] 98 ving resolution £ % : suere is insufficient memory. Save the
Word : @

or [V

o Microsoft Lol ) ta037:9c03] EXT document now.
_g1 19:35
012-04-01
~oveision: 14.1.0

Grashed Module Offset: 0x00079556
Blame Module Name: Equation Editor
Blame Module Version: 14.1.0
Blame Module Offset: 0x00079556
Application LCID: 1033
Extra app info: Reg=en Loc=0x0409
Crashed thread: 0

—

Data Collection Policy |

* Online oracles for suspicious titles and outputs
« Specify them with a regular expression

fx Ext
Microsof

, problemand | on might be lost. Microsoft Word will attempt to recover your work.
;ounﬂ'-"‘d p

i1
itor has © rry for the

di
uation E i
f\:eds 1o close- We ar

o7 4 2
{/ inconvenience:

mething, the information

o wereworking ™M Recover my work and restart Microsoft Word

il f 50
1§ you were in the middle 0

on might be tost. “ - ‘
-/ gestart Equation E41O° o) | More Information |

-
- jon |
pformation

(_ More Infor™=




.« TESTAR V1.3 = X

ez,
‘ rf _./.
i View
Spy enerate
About T General Seftings T Ul-walker

Filters T Oracles T Time Settings T Misc T GraphDB

Suspicious Titles: G ——

|*[eEJrror.*|.*[eE]xceplctli[o?]n.*

Regular

expressions

Freeze Time: 30 ﬁ seconds




' Verdicts oracle SuspiciousTitles(State state)({
verdicts = new Verdicts():

String regEx = settings().get(SuspiciousTitles);

// search all widgets for suspicious titles
for (Widget w : state){

String title = w.get(Title, "");
if(title.matches(regEx)){
verdicts.add(new Verdict(“”suspicious title..”);

}

return verdicts;

}

Y

Oracle — Suspicious fitles
(under the hood)

.. —— | -
4 ' 2 )
- -




© Problem Occurred

An error has occurred. See error log for more details. [%

java.lang.NullPointerException The action “Get Selected Content from
Word Documents” encountered an error.

& oK l [ << Details ] Check the action's properties and try running the
© workflow again.

An error has occurred. See error log for more details.
java.lang.NullPointerException

- F I (origint |
e ¢ AXMenultem
S0.0))  CLick (BUTTONL) @
esolution
to 1

I (BUTTONL) at Ire

Cigva) 0 CLicK (Eil; 35:24.927 Microsoft LoU : [1001] gettind "'

java] 2012-0 [1001] settind "¢
[ 2012-54-01 :

: . 6

| [joval el 19:35:51.3
n p12-04 _ 60 Mi
[[]B% éalz-mmm 19:35:51.3
java

\24.,027 Microsof
. @ Microse

There is insufficient memory. Save the
document now.

croso

Equation Editor Error Report

Microsoft Error Reporting log version: 2.0

Error Signature:

Exception: EXC_BAD_ACCESS

Date/Time: 2012-04-12 19:26:23 +0000

Application Name: Equation Editor

Application Bundle ID: com.microsoft.EquationEditor

Application Signature: MSMT

Application Version: 14.1.0

Crashed Module Name: Equation Editor

Crashed Module Version: 14.1.0

Crashed Module Offset: 0x00079556

Blame Module Name: Equation Editor - -
Blame Moclle Verson: 14.10 Microsoft Error Reporting
Blame Module Offset: 0x00079556
Application LCID: 1033

Extra app info: Reg=en Loc=0x0409
Crashed thread: 0

Microsoft Word has encountered a problem and
| Data Collection Policy | needs to close. We are sorry for the
inconvenience.

If you were in the middle of something, the information you were working
on might be lost. Microsoft Word will attempt to recover your work.

MICERRT= em and
n:ounlared a probl
jtor has & ey for the

gquation E4OT T e 50

/' peeds o close
J/ inconvenience:

M Recover my work and restart Microsoft Word

i e working
the informatien you we
methind.

(e middle of s° ‘
I ‘15“_ w:(rz;nos‘. “ .
M . More Information EE
yation if Rt

/| Restart Eq

_—  atioi)
o nformation _
| More INTOT
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[Grabacion Asientoy
Grabacion Asient 1

4 Impresa

Eracto | fuia B afe el

Spanish SME

ERP system

Written in Visual Basic

Microsoft SQL Server 2008 database

Targets the Windows operating
systemes.

TESTAR
Preparation 26 hour
Testing 21 hour
Post testing 1,5 hour
Critical faults 10




SOFTEAM

French and large company
Backend system for virtualization

Web GUI
We could re-inject existing faults

num of Faults found
FDR = — X 100%
num of injected Faults

TESTAR Manual
Preparation 40 hour
Testing /7 hour
Post testing 3,5 hour
FDR 61%
Code coverage 70%




Cap Gemini/
ProRall

Dutch cooperation
Web GUI

System for managing the
assignment of train platforms

Preparation
Testing

Post testing
Critical faults

Functional
coverage

TESTAR
44 hour
51 hour
5 hour
4

80%

Manual
43 hour
6 hour
2 hour
0

/3%




Microsoft office suite

Bitrix 24

Test the test tool TESTONA (eclise based)

Over 10 web applications of Spanish companies
12 students currently working on it

Several companies doing proof of concepts




Requirements




Howe [ Juame

Update

TESTAR




Verdicts oracle ImagesWAI(State state) {
verdicts = new Verdicts():
for(Widget w : state)/{
Role role = w.get(Tags.Role);
if (role.equals("UIAImage") && title.isEmpty/())

verdicts.add(new Verdict("Not all images have an
alternate textual description");

}

return verdicts;

Online state oracle

est




Offline oracles: Query the graph database

Te st*

@ widget

. Action

. State
“

w—targetedBy

Click X '19' .
0

Bold Oblique

= resyultsin

Left Click a{ Bold'




Application/Domain -l- "
specific oracles est...

Need to be programmed/specified

COMPLEXITY
We cannot avoid making oracles manually VS
EFFECTIVITY

TESTAR shares this problem with ALL
automated approaches

Oracle problem




Requirements
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Random tesfing N the

; : . 70s
Valuable test case generation scheme

E. Girard and J.C. Rault, A Programming Technique
for Software Reliabillity, IEEE Symposium on Computer

Software Reliabllity, 1973

“Necesary final step in the testing activities”

I. A. Thayer, M. Lipow, and E. C. Nelson. Software
Reliability. North Holland, Amsfterdam, 1978.

“Probably the poorest testing method”

Glenford Myers, The Art of Software Testing.
New York: Wiley, 1979.




Use partition testing ”; (;he
S

2\

Use domain knowledge of the SUT to partition
Group together similar test cases
Choose one
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IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. SE-10,

An Evaluation of Random Testing

JOE W, DURAN, Mysses, 1

ecutio
fent case from each subwet of 4 parthtion of (he imput domain. Siaruds-
i vevuls ave presented which suggea that randon (ating may often
b mors cont. eflctive (han parttion testng schemes. Al evalts of
sctusl ramidom Iesting experients ate presentsd which confim the
viabiity of Fandom tesing s # useful validation b

Index. Terms -Pardition teating. path testing. rsadom tesing. softwase
testing experiments.

I Int on

lN [10], Howden remarks that ., , much has been written
about structural testing, but little about black box testing.
the method it was supposed 10 replace and over which it was
supposed to be an improvement.” He then reports on a st
cessful v=l'nrm=m  black box functional testing, in which
detaile n “structure” bs used to develop Lest cases, An-
other M:.t. box testing method which has not yet been ade-
quately studicd s random testing. There has been strong dis
sgreement about lls value. Myens (13 \ ways “probably the
ourest [test case design on inpu
... On the other hand, Tha
that the final testing of a p
cases chosen al random from ity oper
pected run time distribution of inputs 1o the program. Addi-
tionally, they showed how quantitative cxtimates of a program's
operational rellability can be inforred from random testing.
5] have also proposed random testing 3 8
valusble tost case generation scheme. Further, recent results
[3) show that path testing, s popular paradignt for structural
n lead 10 less satisfactory reliability estimates than
responding number of ra
Tn this paper we present some simulation and experimental
sudics of random testing In order 1o investigate ity effective-
ness, I Section 111 we report on some simulation comparisons
of randor versus partition testing, In Section IV we investigate
the errar detection ability of random testing b) epplylng it
pown errors. Finally, i

it rceved Octabe 1, 1983, s Septahr 30, 1
& mes snpperind ln pat by (s Patlsal 2

EON C. NTAFOS, Musurs, 1e2e

evaliate how well & set of programs s tested by random test-
ing by using.a variety of coverags measures such as the propo
tlon of segments and branches executed by randomly generated
sets of test cases.
1L ESTIMATES 0F ERKOR FINDING ABILITY

Let 6 be the probability that a program will fail to execute
comreetly o an input case chosen from a given input distribu-
tion. If the program is used for u long period of time with
Input from » particular operational profile (input distribution),
then the failure rate actually experienced will converge toward
4. We thus refer 10 8 as the failure rate, which is a valuable
measure of the operational reliability of the program.

Su;m»« the input dorain 0 s partiioned into k subsets.

Dy, .+ and that 3 randomly cl
p..mmm py of being chosen from Dy
whete 8 is the failure mte for Dy, The term "pnmm‘m testing
refers 1o any test data generation method which partitions the
input domain and forces a1 least one test case to come
each subset. Path testing is 4 special case of partition testing.
D could also be partitioned a
& program s wipposed 1o perfoom. For example, 4 chec
account program performs sliermative functions depending
upon whether the Im)un m being processed is a deposit,
withdrawal with sufficient funds, or a withdiawal with insuff
cient funds. Thus, partition tosting contains instances of both
black box and structural testing

Thayer et ol [14] showed that if m random tests are carried
out and ¥ program falltes are discovered, then 0%, the 1 - @
upper confidence bound on @, is the largest & value such that

f e -0 ' za
la

(That is, there is & probability of 1= a thal the calculated
bound * exceeds the actual @ value of the program, The 8*
value s, of course, valld anly with respect 10 the input distri-
bution used for tost data sslection.)

1 x =0, then # oM™ 1t has been shawn [3] that if
test ums are made acsording 0 a pastition testing scheme, ant
wo failures are discovered, then, If there is no prior knowledge
about the distribution of §; values, the resulting value of 0° s
bounded betow by 1 = o/, 11 is this result thatled us to Inves-
tgate the error finding sb ndom testing experimentally.

Ideally, one might wish o cierize this error findi
ability in terms of errors found per dollar, perhaps weighted

rseverity. Beingst present unsble to characterize orrors
and their effects well enough to prepare any formsl madels
for making “errors found per dollar” caleulations, we pose tw
reluted quest

0008-5589/84/0700-04 15501 .00 © 1984 IEEE

PARTITION TESTING DOES NOT INSPIRE CONFIDENCE

Diek Hamlet

Ress Taylor

Department of Computer Science and Engineering Tektronix, Lne

Oregon Graduate Center
10600 NW von Neumann Dri
Beaverton, OR 07008

Abstract

Partition testing, in which a program's input
domain is divided according Lo some rule and
tests conducted within the subdomains, enjoys a
good reputation. However, comparison between
testing that observes partition bounda and
random sampling that ignores the partitions
the counterintuitive result that partitions
are of little value. In this paper we improve the
negative results published about partition test-
ing, and try to reconcile them with its intuitive
value, Partition testing is shown to be more
valuable than random testing only when the par-
titions are narrowly based on expected faults
and there is & good chance of failure. For gain-
ing confidence from successful tests, partition
testing as usually practiced has little value.

Partitions are the natural solution to the two
fundamental testing problems of systematic
method and test volume. By dividing a
program's input domain into classes whose
points are somehow “the same,” it is sufficient to
try one representative from each class; the prob-
lem of systematic testing is reduced to a proper
definition of the classes. Part ns can be
defined using all the information about & pro-
gram. They can be based on requirements or
specifications (“blackbox™ testing), on features of
the eode (“structural” testing), even on the pro-
h the software was developed, or on

such information divides the input domain, for
into inputs requilzd to invoke one of
s
that do (do mot) make use of & su: p«l data
structure; ete. The partition testing method
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forms the intersection of these input clusses-
©.6., one class formed from the above would be
those inputs requiring feature F, and making use
of the suspect data structure. "I‘he goal s t
make the resulting classes so finely divided that
each aspect of the pragram, of the specification,
of development, each programmer concern, ete
is separated into one partition. Goodenough and
Gerhiart [1] expressed this method using
“significant predicates” from both specification
and program to divide inputs into elasses, and
the intersection by considering all combinations
of predicate values. Richardson and Clarke [2]
describe the special case of intersecting
specification classes with those defined by pro-
gram path predicates. Although “partition test-
g” usually earries a connotation of functional

testing involving specifications, here we use the
term in the general sense of any input-space div
sion. Thus our results apply to most testing
schemes that have been proposed, including all
variants of path coverage, mutation, ete.

‘The strength of partition testing is its abil-
ity to use any and all information, and to exam-

formation in combinations that may not
have been thought of during development. Intui-
tively, the source of program bugs is some

nothing has been missed in testing. Good parti-
tions are defined and refined throughout develop-
ment as information ari

n testing can be no better than the
information that defines its classes. For the
method to work perfectly, all inputs in one class
must be interchangeable—if one causes a failure,
any other must do the same. (Goodenough and
Gerhart called this property “reliability”, but

Hamlet and Taylor (1988)
more experiments
showing the same

Duran and Ntafos (1984
simulation and experiments
showing random better
than systematic partition
testing.

Counterintuitive




Random festing

Counterintuitive

Why do random testing and systematic testing seem to be
almost on pare

What are the properties of random testinge

When is random testing more effective than partitioning
and the other way around?
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A probabilistic Analy

sis of the Efficiency

of Automated Software Testing

Marcel Bohme and Soumya Paul

r-nmm’m‘; swdy the relative efficiencies of the random and systemalic appmachns o automated sofware testing Using 2 simple

but roalistic 86 of assum|

model for sofware testin and defing sampling strategios fof random (R) and
The

o
sysmma:ic (S0) test jth a sampling cost: 4 and© units of time, respeciively two most

(i) dis amammair\um‘bo( ot

payond which R perfarms petter than oo
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efficiency ovar R

index Tnnm—-Pani\imn 1esting, random 1sting, arror-based pmmmﬂ'\ng  efficient testing. 1psting theory

+

1 INTRODUCTION
En‘lmmu is an im! y of software testing:
potentially even moTe jmportant than effectiveness:
Because complex spftware erTors existevenin critical, widely
distributed programs for many years 2), 3% developers ar¢
Jooking for automated techniques 10 gain confidence it their
pr ograms’ correctness: Themost effective way 10 inspire con-
fidence i srectness for all trputs 18 €2
program verification- to state explosion and

other pm‘bl A
ited to progra™® ofa
ware testing
one to gain © i gram's
every test imput that is 3 automated testing is an
efficient way to inspire confidence in the pn)ﬁ‘!am’s o 3
ness for ant increasing sef 0 Yet, most rosearch of soft”
ware testing has mainly focw
The most effective testing technique reveals @ maximal
sumber of Er1oTS and fnspires & maximum degree of confi-
dence in the correctness of # program.
Only now are we starting to investigate its efficiency:
The most efficient testing technigie 1 generates 4 suffi-
ciently effective test suite i1t minimal tme o7 il) gen
the most effective yest suite in the given time budget.

Using a simple set of assumptions, WE construct 3 BT
§ software yesting, define testing strategies
where each genetalad test input is subject to @ cost, and cast
our efficiency analysis 253 problem in pmhabilib,' theory-
e —
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We model the testing, problem as an exploration of error-
pased input partitions: Suppose, for 2 program there exists 2
pa.rﬁtiun'lr\ of its input space into homogeneous subdo-
mains (4], {51. For each subdomain, gither all inputs reveal
or none of the inp! error, The number
1 error-pased P s can be arbitrary
i known g-prioti
the problem of
a systemaﬁ:
the program
input space
We say thata partition js sampled
for the first time. The sampled
not partition L% yeveals an error
becomes a Witness for the
hnique achiev:
reent of

pmgram WO!
For our efficiency
ing that is

number and size of P
over time. Not that out hypothett
ness eventually-

1 Thus, to prodict the ¢ff ciency o Ry £ i0 I of errors exposed
(or even paths exercised), o0€ only needs 1o fitan exponential curvel

Bé
ohme and S. Paul (2016)

“EVe
te'Chniqul; tlhe. most 'e"‘e‘CtiVe testing
random tesf' '"e.f:iuent compared with
ing if generatin
K d
takes relatively too lfngtest case
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For automated GUI festing.....

» Generatfing test case is:
» Specification
» Capture (or automate with script)
» Maintenancel!

» And random selection gave us quite good
results on the software we tested .......

» Can we do bettere




How can we find more faulise

Some test cases might be more likely to reveal faults
Don’t pick at random, but try to optfimize criteria!
What criteriae

Failure




Where can we find faultse¢

» Surrogate measures
» We cannot measure %of faults found

» We measure something we believe, hope or have
shown to be correlated to that attribute.

» Coverage

> Diversity Let the festing

> Noell tool learn by
itself how to
test betterl!




Surrogate measures

» as many different actions as possible?2  Q-learning

» make large call frees< Ant colonies

g 5 : Evolutionar
» visit as many different states as possible? q,gorifhmsy

» make long sequences? Evolutionary
algorithms

» find novel states?

» We need 1o investigate many more




Machine Learning (Q-learning)

- setfs Sof possible states
- sets 4 of possible actions
description T of the effect of action in a state
cT:SXA — S

- state sthen select an action from a € A that
causes a fransition 1o a next state s’

reward function R:S x4 — R

find a policy m which maximizes the reward by
selecting an appropriate action in each state




Rewards

- Set Sof possible states the SUT can be in
For all s € S, we have sefs A, € A of acfions
We focus is on exploration of the GUI
We reward actions a with low execution count ec

EEE cc (q) =0
Vs €S,a € 4s: R(s,a) =<5 1

otherwise

ec(a)’

\




Q-learning algorithm

Require: R,,,. >0 /* reward for unexecuted actions */
Require: 0 < vy <1 /* discount factor */
1: begin
B start SUT Learn Q
3: V(s,a) e S x A: Q(s,a) + R,,qz ,
4: initialize s and available action A, el " selection
5 repeat
6: a* — maz,{Q(s,a)la € A}
7: execute a*
8: obtain state s’ and available actions A,
9: Q(s,a*) + R(s,a”) +v-mazxqca_Q(s',a)
10: ec(a™) ++
11: s — &
12: until stopping criteria met

13: stop SUT
14: end




Ant Colony Optimization

» Collectively ants can solve complex tasks

» Ants communicate using pheromones
» They lay this on their path
» Pheromone trail strength accumulates when mulfiple ants use a path

» Other ants go where there is good pheromone strength




Ant Colony Optimization

We have a population of ants
- Set of choices € (= actions )
- The ants generate frails (= test sequences)

By choosing c; according fo pheromone
values p. (= selection criteria)

Choices (= actions) that appear in *good”
trails (= max call free) accumulate
pheromones




Mutation

[l

Crossover Evaluation

\ﬁ

~ Terminate
Selection

Individuals

Test Outputs

- Coverage
- Failures
- States
- Efc.

Calculate

Evolve action selection rules




Action selection rules
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Mutation
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Crossover Evaluation
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~ Terminate
Selection

Individuals

Test Outputs

- Coverage
- Failures
- States
- Efc.

Calculate

Evolve action selection rules




TESTAR towards 2025

» Let the testing tool learn itself how to test!

» Use different machine learning algorithms (action
selection/oracles)

» Define more surrogate measures

» Learn from what the tool tests
» Show that surrogate measures work
Relate them to (type of) failures

>
» Extract models to aid exploratory testing
>

Improve visualisation

» More formal testing theory
» Know better whether we have done well

» Reduce the human oracle cost:
Automate as much as posible all other test tasks
Make it as easy as possible for the tester




TESTAR Training @ TNO

15 and 16" of May 2018

TNO in Groningen

Training, hands-on and helpdesk!
Interestede

Send me an email.
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The Next Level of Test Automation

* email:

* web:

* LIKE IT on : http://facebook.com/tool.testar
* telephone/whatsapp: +34 690917 971
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DE VALENCIA

Centro de Investigacion en Métodos
de Produccion de Software




