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“One goal of this column is to
build better quantitative
insight into how software
impacts various businesses.
How the product uses the
software and how the
company built it are equally
important.”
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Software: What'’s In It
and What’s It In?

Michiel van Genuchten and Les Hatton

SOFTWARE

oftware is the ubiquitous gluc of the
century. Despite the well-documented dif-
ficultics of producing reliable large systems
on time and within budget, the amount of
software in all kinds of devices is increas-
ing rapidly. For cxample, the amount of
source code in a mobile handsct is expected to in-
creasc to 10 million lines of code (LOC) by 2010.!

In the same time period, in-car softwarc might
grow to as much as 100 million LOC. The Boe-

ing 787 flight control software system comprises
6.5 million LOC, about three times as much as the
Bocing 777.% All kinds of new applications
frastructures depend heavily on software, including
social networking, Internet video, carly-warning
systems, medical information systems, and finan-
cial systems.

This has far-reaching implications for socicty.
Older people fecl ali d by devices with poorly
designed, nonintuitive, and maddeningly inconsis-
tent hu nterfaces. A major arms race is taking
place between the public, who wish to have secure,

reliable general-purposc communications, and the

by the IEEE Com

rapidly growing army of spammers, scammers, and
other criminals, who have other plans. New devices
have shorter lifetimes driven by change and enabled
by softwarc—the only engineering technology that
can deliver such rapid chan nd personalization
capabilitics.

These all have scrious business implications.
The computer industry changed dramatically and
permanently when software took over in the 1980s.
Software is profoundly changing the mobile phone
industry with the risc of open operating systems
such as Winmobile, Symbian, and Android. Such
software growth affects healthcare, the automo-
tive industry, and many others.? The implications
transcend engincering; they affect these industries’

valuc chains and business models.

Quantitative Insight

One goal of this column is to build better quanti-
tative insight into how softwarc impacts various
businesses. How the product uscs the software and

how the company built it are equally important.

Software Characterizations Request

For such an apparcently sophisticated, complex
discipline, measurement in software development
is surprisingly imprecise—the phrasc “through
a glass darkly” comes immediately to mind. This
isn’t necessarily a drawback, because throughout
history engincering methods have always improved
in parallel with mecasurement methods. Engincers
use crude measurements to improve a practice,
which then outgrows its own me: 1

tem, which then must also improve. The whole
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“To date, no significant
anomalies have revealed
themselves

in the flight software.”

Team of
35 people

IMPACT
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THOUSANDS OF PEOPLE worked on de-
sign, construction, and testing of the hard-
ware for NASA's latest mission to Mars.
This hardware includes not just the rover it-
self with its science instruments, but also the
cruise stage, which guided the Curiosity rover
scent stage, with the intri-

cate sky-crane mechanism that gently lowered
the rover to the surface on § August 2012.

All this painstakingly developed, tested,
and retested hardware is controlled by soft-
ware. This software was written by a rela-
small team of about 35 developers at
N Jet Propulsion Laboratory (JPL).
Obviously, the control software is critically
important to the missions success, with
any failure potentially leading to the
the spacecraft—as well as to headline news
around the world.

The control software onboard the space-
craft consists of about 3 MLOC. Most of
this code is written in C, with a small por-
tion (mostly for surface navigation) in C+.
The code executes on a radiation hardened
CPU. The CPU is a version of an IBM Pow-
erP’C 750, called RAD750, which is designed
for use in space. It has 4 Gbytes of flash
memory, 128 Mbytes of RAM, and runs ata
clock-speed of 133 MHz.

ss of
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Landing a Spacecraft
on Mars

Gerard J. Holzmann

How much software does it take to land a spacecraft safely on
Mars, and how do you make all that code reliable? In this column,
Gerard Holzmann describes the software development process for
one of the Mars landings. —Michiel van Genuchten and Les Hatton

About 75 percent of the code is auto-
generated from other formalisms, such as
state-machine descriptions and XML files.
The remainder was handwritten specifically
for this mission, in many cases building on
heritage code from earlier Mars missions.

The Curiosity rover is the seventh space-
craft that NASA has successfully landed on
Mars. Previous spacecraft include

two Viking landers in 1976,
the Pathfind

.

tder minirover in 1996,

the two Mars exploration rovers Oppor-
tunity and Spirit in 2004, and

the Phoemix Mars lander, which was
launched in 2007 but reused the design of
the failed Mars Surveyor lander from 2001,

.

Each new mission is more complex and
uses more control software than its predeces-
sor. But that’s putting it mildly. As in many
other industries, code size is growing ex-
ponentially fast (see the sidebar). Each new
mission to Mars uses more control software
than all missions before it combined:

» the Viking landers had about 5 KLOC
onboard,
» Pathfinder had 150 KLOC,
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Code Size — Exponential Growth Trend
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Implications for quality

* Rocket science software without ‘anomalies’ is possible
* You do not need more people to do it right first time
* Itis all based on proven processes and is hard work

2018-03-26
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Mars lander sw grew with
20 % a year over 36 years

Typical CAGR, validated with
dataset of 500MLOC

Editor: Michiel van Genuchien

% b Open Digital Dentistry
/ I M PACT 4 genuchten@ieee org
Editor: Les Hatton

Kingston University
Lhatton@kingston_ac.uk

Compound Annual
Growth Rate for Software

Michiel van Genuchten and Les Hatton

A Compound Annual Growth
Rate for Software
The lumn of
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Implications for requirements management

* The estimation problem is solved

 Roadmap can be tested for feasibility

* Quality suffers if one does not care about software size
e Software is not that complex; the real world is

 We can per year only map a limited additional percentage of
the real world in sw
— No matter which tools or programming languages we use
— No matter how good the requirements are
— No matter how smart the engineers are
— No matter how many engineers we add

2018-03-26
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Short and Winding Road:

Software in Car Navigation Systems

Han Schaminée and Hans Aerts

TOMTOM IS KNOWN for aftermarket navi-
gation systems—scparate devices sold inde-
endently of the car. In April 2009, TomTom

system is up-
f the introduction
of new features and innovations over its life-
time. This column describes the product, its
place ndustry, and the de-
velopment of its software.

he automotive

A Short History of Car Navigation

Car navigation started as a feature of expen-
sive cars in the 1980s. The systems didn't
usc GPS and cach car manufacturer’s system
was unique. It became a scparate aftermar-
ket device about 10 years ago, when the US
made a morc accurate GPS signal available
for civilian use, thus making navigation less
dependent on the vehicle itself. Today, Tom-
Tom’s sales exceed 10 million devices per
year, which is more than the two to nine mil-
lion cars that the largest car manufacturers
scll cach year. This lets TomTom invest more
in car navigation than the typical car origi-
nal cquipment manufacturer (OEM). Thus,
TomTom can introduce new functionalitics

faster when the OEMs agree to usc the syn-
crgy of a

Handling Different Innovation Speeds
Over the last two decades, the automotive in-
dustry has gone through an impressive turn-
around to cnsurc substantially higher qual-
ity levels. An example is the requirement to
have less than a 0.01 percent failure rate at
the car manufacturing linc. A car consists of
a large number of subassemblics from many
different suppliers. The industry introduced
rigid processes for architecture, validation,
and supplicr management to realize this
ality had
been a differentiator in the market for a long
time, but most car manufacturers have

breakthrough in quality. Better g

achicved the same high levels. Customer dis-
satisfaction no longer comes primarily from
quality issucs, but more from slow innova-
tion, especially for functions not directly re-
lated to the car itsclf but to the humans in-
{audio, communication, and so on).

The industry is faced with d

novation rates for functions offered outside

fcrent 1n-

the car and there’s a growing nced to rap-
idly introduce innovations such as digital
audio, smart phones, and social media. This

JULY/AU ST 2011 | IEEE SOFTWARE 19
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in car navigation than the typical car origi-
nal equipment manufacturer (OEM). Thus,
TomTom can introduce new functionalities
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time, but most car manufacturers have now

achicved the same high levels. Customer dis-
satisfaction no longer comes primarily from
quality issucs, but more from slow innova-
tion, especially for functions not directly re-
lated to the car itsclf but to the humans in-
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audio, communication, and so on).

industry is faced with different in-
novation rates for functions offered outside
the car and there’s a growing nced to rap-
idly introduce innovations such as digital
audio, smart phones, and social media. This
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Software economics provides limits to growth

* Do not bother if your sw is not among market leaders
— Markets can be defined in different ways
— But many sw markets develop to global markets
— Top 3 may have a future in a mature market
— Embedded software has limited value

 Revenue should grow fast
— If it costs nothing it is worth nothing
— Where can the invoice be sent?
— 30 percent revenue growth per year could be the minimum

2018-03-26
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No Free Lunch for
Software after All

Anne-Francoise Rutkowski, Michiel van Genuchten, and Les Hatton

SOFTWARE HAS BEEN challenging
the laws of economics for many y
because its reproduction costs are zero.
Building it the first time has always
been a challenge, but afterward, copy-
ing has been all that's needed, and tl
sky has been the limit. It looked as if free
lunches existed after all, as long as they
were made of software and they got over
the hurdle of an acceptable-quality first
version. So, relatively small

Id serve large markets
nies grew from small to huge in just a
few years.

Impact department, which has
run since 2010 in IEEE Software, shows
that software is ubiquitous and growing!
and that the best opportunities arise for
the companies with the most customers
for the amount of software they write.2
The more is indeed the merrier. How-
ever, this otherwise upbeat process has
significant side effects.

The Economics of Software Also
Benefits Criminals

As with medicines, users might think
it appropriate for some software to
describe the negative side effects, such
as, “This software will thoroughly irri-
tate you with its unnecessary defects,”
“Did we mention privacy is a thing of the
past?,” or “By installing our software,
you might leave your system vulnerable

SEPTEMBER/OCTOBER

to criminals who might steal your data,
your money, or both—we don’t know.”
In other words, zero reproduction costs
cut both ways. The benefits that legiti-
mate developers enjoy are exactly the
same for people who want to use soft-
ware for criminal purposes. Software
can easily be turned into a weapon
of mass deceit, as has been proven by
spammers, phishers, and, recently, an
automobile company.?

So, a series of battlegrounds has
developed. In some cases, insufficient
security and inadequate quality have
turned users away from otherwise use-
ful applications. For example, the Dutch
elections are using paper and pen again
after decades of electronic voting.*
The responsible politicians concluded
that the computer software was wvul-
nerable and that going bac e
would thwart any cyberhacki
course, some countries, such as the UK,
never left paper-and-pen voting.

However, software doesn’t
a vacuum. As any software
knows, it’s intrinsically linked with the
hardware it runs on and the
tural design within which it
users don’t necessarily react just to the
software; they react to the
whole. One consequence of this is that
to users, the mantra is “computer fail-
ure.” But to the software engineer, this

17 | IEEE SOFTWARE i3




As with medicines, software should
describe the negative side effects

* “This software will thoroughly irritate you with its unnecessary
defects”

* “Did we mention privacy is a thing of the past?”

 “By installing our software, you might leave your system
vulnerable to criminals who might steal your data, your money,
or both—we don’t know.”

e Zero reproduction costs cut both ways. Criminals also benefit

2018-03-26



Requirement of the year: GDPR

EU: General Data Policy Regulation

Increased Territorial Scope (extra-territorial applicability)
Penalties

Consent

Breach Notification

Right to Access

Right to be forgotten

Data Portability

Privacy by Design

Data Protection Officers

See

2018-03-26


https://www.eugdpr.org/key-changes.html

Users turning away limits growth

* Defects lead to vulnerabilities which enables hacks
* Elections back to paper and less traffic on social media

* Building stuff that may lack a foundation
— False negatives and software based recommendations
— Autonomous driving and ‘pedestrian crossing street’

2018-03-26



ESSAY

Why Software Is Eating The World

This week, Hewlett-Packard (where I am on the board) announced that it is exploring
jettisoning its struggling PC business in favor of investing more heavily in software, where
it sees better potential for growth. Meanwhile, Google plans to buy up the cellphone
handset maker Motorola Mobility. Both moves surprised the tech world. But both moves
are also in line with a trend I've observed, one that makes me optimistic about the future
growth of the American and world economies, despite the recent turmoil in the stock

market.
In short, software is eating the world.

More than 10 years after the peak of the 1990s

dot-com bubble, a dozen or so new Internet

companies like Facebook and Twitter are
~Groupon Investor Mz sparking controversy in Silicon Valley, due to

7
&n: "'No Tech Bi : : . :
" ‘ their rapidly growing private market
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For those who are eating the world

Among the industries to be eaten

— Healthcare

— Automotive

Market cap of large companies

— Mobileye versus Opel (15BS vs 4BS in 2017)

— Apple versus Healthineers (900BS vs 31BS)
— Google versus BMW (788BS vs 67BS)

Remember Motorola and Nokia?

The legal structure is required to catch up to the digital age
— Privacy laws like GDPR protect citizens
— Antitrust law does not allow expanding monopoly to new markets

2018-03-26
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Example of the positive impact of sw
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Mobile Money’s Impact
on Tanzanian Agriculture

Balachandran Seetharam and Drew Johnson

The 25th Impact column comes from Africa and ¢
how software enables the use of mobile money b
farmers and has significantly benefited agricultu
Tanzania. —Michiel van Genuchten and Les Hatt

TANZANIA, with a population of 48
million, has one of the fastest-growing
economies in the world. Sitnated on Af-
rica’s east coast, the country has sus-
tained an annual growth in GDP (gross
domestic product) of 5 to 8 percent since
2000.! The World Bank predicts a con-

FIGURE 1. A typical kiosk in Tanzania at which customers can withdraw and deposit
money from digital wallets, using their mobile phones.

Farmers grow flowers
and harvest the seeds.

Multiflower purchases
the seeds and transporis
them back to the
warehouse.

Seeds are checked for
quality, aggregated,
packed in containers, and
shipped to Europe.

inue ;DP grow 7 percent.? i S s c.
tinued annual GDP growth of 7 percent.” gy ypE 2. The agriculture workflow of Multifiower, an agricultural exporter

Agriculrure, the backbone of the Tanza-

nian economy, constitutes 27 percent of headquartered in Arusha, Tanzania.

the GDP and employs 80 percent of the




Conclusions

e Software has quite an impact
* There are limits to growth

* Important future requirements are:
— Economical
— Legal
— Ethical

2018-03-26



IF WE BUILD OUR
SOFTWARE WITH NO
BUGS, WE CAN MAKE A
10Z RETURN ON OUR
INVESTMENT.
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HOW HARD WOULD IT
BE TO PROGRAM OUR
WEBSITE TO COLLECT
BROWSER HISTORY
FROM OUR VISITORS?

Dilbert.com DilbertCartoonist@gmail.com

Dilbert.com DilbertCartoonist@gmail.com

BUT IF WE DO A POOR
JOB, WE CAN MAKE A
H40%Z RETURN BY SELLING
UPGRADES AND SERVICE.
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WELL, FIRST 1D NEED
TO INVENT SOME SORT
OF DEVICE THAT
REVERSES MY SENSE OF
RIGHT AND WRONG.

©2011 Scott Adams, Inc./Dist. by UFS, Inc.
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ONLY HAVE 1 LjERE
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